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CYBER INTELLIGENCE

The products and processes acrass the infeligence cycle of assessing the capabilies, intentians, and
activiies — technical and otherwise —of potential adversaries and compefitors in the cyber domain
{with cyber counterintelligence as o sub-discipling]

TECHNICAL COMPETENCIES

The technical foundafion for understanding the hardware
and software of information and communicafions
Techno|ogy, especia“y as they relate fo cybersecurity.

ANALYTIC COMPETENCIES

The human science basis for complex analysis of data and
information from a variety of sources, including foundations
of strateqy, critical and systems thinking, reasoning and
logic, problem sofving, and decision making.

(OMMUNICATION AND ORGANIZATIONAL COMPETENCIES

These compefencies emphasize clear expression
of apinions and reasaning, along with effective
communicafion of one's ideas in writing, oral
presentation, and visual display, os well as projedt
management skils

KNOWLEDGE MANAGEMENT (INFORMATICS) COMPETENCIES

The knowledge management and information science
foundation for planning and arganizing information
collection (collection managemer), applying fools fo
gather and support comple dota and information analysis
and presentation,

(ONTEXTUAL DOMAIN COMPETENCIES

The sector-specifc, nafional regional, and/or sociocutturcl
foundations for analyzing camplex problems; identfying
ey actors and roles; assessing perceptions, inferests and
intenfions; sensemaking; drawing inferencas from acfions
and behaviors; and disceming situational influences.

AW @ Taauanunsafisnduresudnnsedaiues
#un : CTI —EU | Bonding EU Cyber Threat Intelligence ENISA, Online, 2017
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