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Kill the Kill Chain

Steps Your Organization Can Take to Disrupt the Kill Chain

Watch your social Anti-virus tools = Keep up-to-date on = Anti-virus tools Firewalls Secure Backups
media presence Email and web filtering  patches Control “admin” rights = Intrusion Disaster Recovery

= Don't be a target = Education (Wombat) = Vulnerability = Multi-factor controls Protection Plan

= Use different = Phishing exercises scanning = Whitelist tools for Systems = Cyber Insurance
passwords = Limit USB devices = Protect websites with  software = Proxy Filters = Forensic IR Retainer
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Fields

Search result Field Statistics Dismiss  Stop reloading

Found 360,614 messages n 14 ms,

More actions ~

AT oo fhegna SIEM Platforms

Flold ~ Total Mean Minimum Maximum Std. deviation varlance sum Cardinality
Add count to dashboard - || Save search er
48475 085 ) 84 196 1.84 41,064 3
2,416 19.96 0 201.62 345 1,190.45 18,223.99 1,095

Default  All  None

Add to dashboard

Quick Values for http_status Dismiss

value % [
Top values
404 66.24% 32,107
302 31.02% 15,035
200 2.74% 1,329
500 ).00% 1

With this field, and 312,135

Found 48,472 m

Add to dashboard
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Distributed Correlation Stats

Cluster

Metrics

EPS:
- deache
Lag Aggregator:

15214436 F2 L arcsightcom

Lag Correlator:

mbus. o

G8/Day: 0
View Audit Events

Live View of Audit Events
Priority End Time.
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:53:01 UTC-8
2020 January 14, Tuesday 13:52:14 UTC-8
2020 January 14, Tuesday 13:52:09 UTC-8
2020 January 14, Tuesday 13:52:08 UTC-8
2020 January 14, Tuesday 13:52:08 UTC-8
2020 January 14, Tuesday 13:52:05 UTC-8
2020 January 14, Tuesday 13:52:05 UTC-8
2020 January 14, Tuesday 13:52:01 UTC-8
2020 January 14, Tuesday 13:52:01 UTC-8
deachel 2020 January 14, Tuesday 13:52:01 UTC-8
2020 January 14, Tuesday 13:52:01 UTC-8
2020 January 14, Tuesday 13:52:01 UTC-8

Ntk Aoty Aasan  Pegors

Manage Dashboard items

Top Offense Categories - 1 Minte 20 Seconds Ase

253
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Events Related To GDPR Compliance - 12 secends Age

Oestination Coutry/Region

Flows Related To GDPR Compliance - 1 mnte Authentication Events To Personal Data Server

AN e

Authentication Success To Personal Data Server By Username -

GVQKBLIVIONYSYKTWIEO 4w
3¢

Stats 3% -+ admin V  SiteMa|

Legend ()

Services Configured Backpressure

Correlator: 3/3

Aggregator: 3/3 Backpressure Mode: On | Off | Auto

Message Bus Controk: 3/3 Event Flow:

Message Bus Data: 3/3

Acceptable Lag: 300 seconds

Distributed Cache: 3/3

Estimated Lag: 0 seconds

Repo: 3/3

View History

Service Name And Id |Name Source Address
15214151223
15216151223

15214151223

Message Type

manager | manager Message count remaining in MBus Number of messages remaining

correlator3 | correlator Message count remaining in MBus Number of messages remaining

correlator2 | correlator2 Message count remaining in MBus Number of messages remaining

correlatord | correlatorl Message count remaininginMBus  15.214.151.223  Number of messages remaining

aggregator3 | aggregator3 Message count remaining in MBus Number of messages remaining
Message count remaining in MBus
Message count remaining in MBus
Messages received in Aggregator

Event count received in Correlaft

aggregator2 | aggregator2 Number of messages remaining
aggregator | aggregatorl
aggregator2 | aggregator2

correlator?2 | correlator2

Number of messages remaining
15.214.134.90
1521413490
1521413620
15.214.136.21
15.214.136.20
1521413621
15214151223
15214151223
15.214.151.223
15.216.151.223

[ ——
Number of events since last cou.. 3634861
aggregator’ | aggregator3 Messages received in Aggregator
aggregatord |aggregator  Messages received in Aggregator
correlator3 | correlator3 0t
Event count received in Correlator
Message count remaining in MBus
ing in MBus

Number of messages since last . 3427

Number of messages since last .. 112954

it received in Correlator Number of events since last cou... 3675928

correlator. | correlatorl Number of events since last cou... 3806615

‘manager | manager Number of messages remaining 1

correlator3 | correlator Message count re Number of messages remaining 2

correlator2 | correlator2 Message count remaining in MBus Number of messages remaining

correlator. | correlatorl Message count remaining in MBus Number of messages remaining

aggregator3 | aggregator3 Message count remaininginMBus  15.214.151.223  Number of messages remaining

Most Severe Offenses - 3 sacands Aso

Mognide  Description

Remote inbound Communication from Third Countries/Regions containing Web Secu.

. Remote inbound Communication from Third Courtriea/Regions containing Web Secu.

P
B

Personal Data Transferred to Third Countries/Fagions precaded by Data Exfitration

... Authentication Failure To Personal Data Server By Username - 1w,

bB3a9CaKDOp+mrs4Pdkeg

YIR3C1USpCRXOA2CSOF6I

KAVRAONPYMIhBhHGISJOAG

Success Audit: An account was successfull 109g.

Fallure Audit: An account faded to log on
Logon falure - The logon attempt failed for ot.
An account failed to loa on.

Qradar
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ACCESS NOTABLES ENDPOINT NOTABLES NETWORK NOTABLES IDENTITY NOTABLES AUDIT NOTABLES THREAT NOTABLES UEBA NOTABLES
tal Count otal Count otal Cous tal Count tal Count otal Ca eal Count

k.2 753.2 1092 7% 372 2k2 O

Notable Events By Urgency Notable Events Over Time
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A \ -
- / \Va A’A |
S — LS R = Sass - —
ey 200 A €00 AM 200
Top Notable Events Top Notable Event Sources
de_namme sparidine ot m spartdne commelation_search_count securty_domain_oount count
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